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INTRODUCTION

Introduction

Managing cybersecurity is a complex operation. While This guide aims to shorten that process
balancing business interests with security needs, teams also and get you closer to finding, fixing, and
have to handle growing attack surfaces, increasing numbers preventing vulnerabilities. It explains how
of cyber breaches, and rising scrutiny from leadership, the pentesting market has evolved and
stakeholders, and auditors. walks you through the following details:
No team can withstand these pressures without the help »  What scenarios call for a pentest

of external tools and services. But finding the most fitting

solutions can feel like a challenge in itself — one that takes »  What the market offers, pulled into

time away from impactful work on your security program. three vendor groups
Vendor assessments can get particularly lengthy when .
getp ylengthy »  What value each group brings to

reviewing services like manual pentesting, where teams .
different stages of the pentest cycle

search for a partner that will understand their workflows and

align with them. »  Which option offers the best ROI

for security programs as a whole

»  What criteria you should consider
when reviewing specific companies
(with a checklist attached)
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DIFFERENT PENTESTS FOR DIFFERENT OBJECTIVES

Different Pentests for
Different Objectives

Every good pentest, regardless of vendor or
budget, begins with a clear objective. Are you
trying to fulfill a compliance requirement? Or do
you want to test a new feature before it reaches
production? Knowing your end goal will help you
decide if you need a comprehensive review of
your entire asset, or if you should take a more
agile approach and focus on a smaller target.

o’
Al

Pentest to meet or maintain compliance
Examples: SOC 2, PCI-DSS, 1SO 27001

Compliance Testing

ki)

:Gﬂl M&A Due Diligence

v

Pentest to identify and eliminate any risks for all sides
involved in an M&A transaction.

Delta Testing

Pentest for incremental improvements based on code
differences since date or version.

Example: Changes to an existing asset

& Cobalt

%= Exploitable Vulnerability

S

Testing

Pentest a single vulnerability or a small subset across
an asset to validate fixes.

Example: Log4j

Customer Requests

Pentest to adhere to a customer or third-party
attestation request.

%@;/ New Release Testing

Pentest a new release before or shortly after it reaches
production.

Example: New feature

= Single OWASP Category

ooooo ¢ Testing

Pentest a single OWASP category for a web, mobile, or
API asset.

Example: Access control

[]—%‘)

—[&]
L—[&]

Microservice Testing

Pentest kubernetes within AWS, Azure, or GCP, as well
as hosted network services.

Example: Serverless application testing
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WHAT’S ON THE MARKET

Types of
Pentesting
Vendors

The pentesting market can be broken down to
three groups: crowdsourced software security
testing platforms, traditional consultancies, and
Pentest as a Service vendors. Each differs in
how it sources, vets, and connects pentesters
with customers. Pentesting operations also work

differently with each group.

Crowdsourced Software
Security Testing Platforms

The first option is what Gartner describes as
“Crowdsourced software security testing platforms,”
or CSSTPs. Vendors under this category offer a
variety of testing services, including pentesting, bug
bounties, and vulnerability disclosure programs.
Tests are done by “the crowd” — global communi-
ties of hundreds, sometimes thousands of testers,
grouped into tiers ranging from large and unvetted
to small and highly vetted teams.

CSSTPs give you an unparalleled choice of testers.
On the other hand, you have to spend more time
scoping and scheduling tests, and may experience
higher management overhead compared to the two
other options we explore.

& Cobalt

@ Traditional Consultancies

Traditional consultancies are practices that bundle
pentesting with wider security advisory services.
They operate as a one-stop-shop, creating bespoke
packages for each customer. Most maintain a large
workforce of pentesters hired on a full-time basis.

Combined, these features make consultancies
attractive for large enterprises, but put their pricing
out of reach for small and mid-sized companies.
With a larger portfolio of services to maintain,
consultancies can also be slower to innovate their
pentesting workflows. Often needing weeks to set
up a test, they can miss the mark for more agile-

minded teams.

@ Pentest as a Service

Pentest as a Service (PtaaS) is a relatively new
model. Similar to CSSTPs, vendors in this category
build and maintain a pentester community, but
often have more rigorous vetting processes. They
also offer customers SaaS-like platforms to scope,
schedule, and manage their tests in the cloud.

Vendors in this category concentrate on

innovating the pentesting process. While this

limits their selection of additional security
services, their pentests tend to be more efficient
and collaborative. Testers work closely with your
security and development teams, while integrations
automate numerous tasks. As a result, their pricing
is more affordable and tests can start faster,
sometimes within 24-48 hours.
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COMPARING EACH OPTION

Comparing Each Option )

Pentesting is a multi-step process.
CSSTPs, consultancies, and PtaaS
vendors approach it differently, with
important details that distinguish them at Analyze Discover
every stage. To highlight these nuances,
this guide will break down the pentest

-

cycle into 3 components: Discover & Plan,
Test & Remediate, and Report & Analyze.

You'll learn what should happen as a
baseline for each stage, and see what
the three vendor groups bring to the
table. You'll also see what additional
features each offers to further elevate
your pentests’ ROIl. Towards the end, .
you'll have a full view of how CSSTPs, AR
consultancies, and PtaaS vendors <

stack up against each other with their

technology, people, and processes.
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COMPARING EACH OPTION

Discover & Plan

Laying the groundwork for a productive pentest. The “Plan” phase is where you define the upcoming

test’s scope, describing details such as:

The “Discover” phase is where you map out your

. . ?
attack surface. This gives you a clear vision of Targets: What assets need to be tested

your applications, APIs, networks, cloud instances,  Pentest size: Should the testers do a
and other assets you might be managing. It is best comprehensive review of your entire application,
to categorize items according to a set of criteria, or focus on a specific feature?

for example how important they are to business

function, whether they hold sensitive data, and * Objectives: What do you hope to achieve with

. the test, e.g. fulfill compliance requirements or
how likely they are to be attacked. These factors g P q

. o . . review a new release?
determine assets’ criticality, which guides your
decisions on what gets tested and how often. * Instructions: Are there any technical details you

want the testers to be careful about, or aware of?

* Timing: Do you want the test to start as soon as
possible, or schedule it for a later date?

Vendor Comparison

CSSTPs Consultancies PtaaS
Scoping Collect scoping details via Scope tests with customers as Offer self-service options on
the test questionnaires and publish part of a wider security service | their SaaS platform, or bespoke
info to their tester community package, usually via calls, support through scoping calls

meetings, or emails

Sourcing Offer a range of options, from Pick out testers from local Match customers with highly
talent unvetted to highly vetted in-house teams, depending on vetted testers across the
hackers across the globe their customers’ location and globe, based on test and asset
testing scope requirements
Scheduling Can start tests within 3-7 days Can start tests within 4-6 Can start tests within 1-2 days
the test after confirming scope weeks after confirming scope after confirming scope

@ Ask the Vendor

“How do you help us set up a successful pentest? How quickly can we get the test started?” Planning and

scheduling are critical first steps, and your chosen vendor should make them as seamless as possible.
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COMPARING EACH OPTION

Test & Remediate

Addressing vulnerabilities quickly and effectively.

Once staffed, the pentest moves to the “Test” stage.

Pentesters use the information provided in “Plan”
and begin their inspection, recording their findings
as they go. Some vendors will notify you in real
time and continue testing, others will wait until the
test is complete. Whatever the scenario, findings
need to be clear and descriptive, with proof of
concept, notes on perceived criticality and impact,

and recommended fixes.

Vendor Comparison

W

Once this information reaches your team, you can

start the “Remediation” phase. Typically, the more

detailed pentesters’ findings are, the more effective

your fixes will be. An important differentiator is

how involved vendors are at this stage — some

don’t participate, while others have pentesters work

together with your teams to clear up questions

and validate fixes. Retesting is another important

factor: some vendors charge a premium for retests,

others include it as part of their base package for a

limited time.

CSSTPs

Consultancies

PtaaS

Testers record findings in the
platform, customers get a
notification

Accessing
test findings

Customers can manage find-
ings in the platform or send
them to their internal tools

Results are available once

test is complete and the final
report has been written, edited,
and approved

Findings are collected in
encrypted PDFs

Findings appear in the
platform in real time,
customers get notifications

Findings are available as
individual tickets that can
integrate with Dev tools

Testers assist in triaging and
remediation for an additional
fee

Collaboration
between
testers and
internal teams

Testers assist remediation for
a fee, customers typically have
to wait for their availability

Testers work with developers
and security in dedicated
workspaces, e.g. Slack, as
part of the basic package

Platform integrations with
Dev tools enable remediation
teams to automatically share
findings’ status

Coordinating
remediation
efforts

Remediation process is man-
aged across emails, messages,
phone calls, and meetings

— possible communication
overhead

Platform reflects comments
and actions stored in
customers’ internal tools with
the help of native integrations

@ Ask the Vendor

“What information will your findings include, and how fast do you send them? Do you offer any integrations

that could make remediation more efficient?” Select a vendor who will give you critical information as quickly

as possible for a swift response.

& Cobalt
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COMPARING EACH OPTION

Report & Analyze

Learning from tests and improving your security program. “Analyze” is taking that documentation and
drawing actionable insights from it. Does most of
For the “Report” stage, the vendor provides what the pentesters discovered concentrate around
documentation that reflects pentest results. a particular issue, say Broken Access Control?
Depending on the original objective, this Could that suggest a wider design flaw in how your
documentation can come in different formats: application handles user authorization? If you have

1. Afull report listing all discovered vulnerabilities, done multiple pentests, are you seeing issues re-

participating pentesters, used methodologies, and emerge at a later date? Do you need to focus your

the actions you've taken during “Remediation.” next tests on a specific vulnerability?

2. An attestation letter that confirms you have done . .
) ) N These are all questions you can explore, not just
a pentest and testers did not discover any critical ) ] ]
- with one pentest, but across multiple tests if
vulnerabilities.

you set up a continuous program that prevents

3. Anautomated report you can share with your vulnerabilities earlier in your SDLC with learnings
internal tech team to fix vulnerabilites within a from each engagement

targeted scope, such as a new feature.

Vendor Comparison

CSSTPs Consultancies PtaaS
Reporting test Final report is available in Final report comes with limited Final report is available in
results different formats for multiple options to customize or adjust different formats for multiple
stakeholder groups its structure stakeholder groups
Analyzing Platform displays data on Long-term analytics are an Dashboards track vulnerability
progress over discovered vulnerabilities additional advisory service and remediation data from
time and test coverage, comparing multiple tests and benchmark
customer performance against global stats

against global stats

Options to Platform stores data from Longer admin time spent Platform stores asset and
scale pentest different testing services manually redoing test scopes findings data for analysis
program and easy transfer to

upcoming tests

@ Ask the Vendor

“How do you help customers improve their security posture over time?” Select a vendor that makes it easy to

retain and analyze insightful data that can inform your next steps.
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COMPARING EACH OPTION

At a Glance

@ offer the feature as part of their basic package

@ do not offer the feature

@ only some vendors in the category offer the

feature, or include it for an additional fee

CSSTPs

Consultancies

PtaaS

Discover & Plan

Self service* and planning
assistance

©

<

©

Highly vetted testers

O

©

©

Test up and running in less
than a week

O

®

©

Test & Remediate

Real-time notifications of
findings throughout the test

©

Collaboration between
pentesters and customers’
teams

O

and validate fixes

Pentesters assist remediation

O

Report & Analyze

Customizable reports

©

Continuous analytics

O

®

©

Tests easy to replicate, can
scale to a larger program

O

<

©

*Self service is the option to get your pentest started without having to attend calls and/or meetings with

the vendor, even if it's your first time working with them. This is a benefit cloud platforms with intuitive

onboarding can offer.

& Cobalt
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ROI COMPARISON

ROI Comparison

Aside from comparing the features each group offers, it's also important to consider their impact on your

security. We measure impact based on two factors: time (both admin time and how quickly you get test

results) and remediation effectiveness.

@ Time

Consider time from two perspectives: how much
time your team spends on admin — planning,
managing, and supporting a pentest project; and

how quickly pentest findings reach you.

Consultancies are the least time-efficient of the

three options. In fact, a recent study into the ROI of

modern pentesting found that consultancies need

twice as much time as PtaaS vendors to produce
test results. As for admin time, PtaaS vendors require
25% fewer days because of their platforms’ capacity

to automate tasks and retain data for later re-use.

PtaaS

CSSTPs

Speed of delivery

Consultancies

\ %4

Admin time saved

When pulling these ROl metrics together with the
features listed in previous sections, PtaaS vendors
stand out as the most modern pentesting solution.

& Cobalt

PtaaS

Consultancies

CSSTPs

Context & depth of analysis

N4

Fit with agile & DevOps

@ Remediation Effectiveness

To successfully patch discovered vulnerabilities,

you need to be assured that findings are based

on a thorough analysis. While findings need to be
clear and descriptive, it's also important how this
information reaches your teams: the less aligned the
reporting process is with DevOps workflows, the more

complicated it becomes for developers to fix issues.

CSSTPs & PtaaS platforms integrate with a

variety of Dev tools and send findings where the
remediation team works, pulling them ahead of
consultancies. What puts PtaaS vendors on top

is that their basic packages consistently include
tests done by highly vetted, skilled, and experienced
professionals — CSSTPs typically apply an

additional fee for vetted testers.
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COBALT’S TAKE ON PTAAS

Cobalt’'s Take on PtaaS

2 &

Start Testing Remediate Make Security
Faster Risk Smarter Stronger

Launch pentests in Accelerate find-to-fix Mature your security

days, not weeks with cycles through technology program through a

our intuitive platform integrations and real- scalable, data-driven

and team of on-demand time collaboration with approach to pentesting

security experts pentesters
50% 400+ 24 hours

(o]

Faster to execute a pentest than Highly vetted pentesters around To get a pentest up and running
traditional consultancies the world

“The main benefits that we get from Cobalt are speed, scalability, and repeatability. We're able to quickly
launch and execute pentests; and beyond that, we're able to see individual findings in real time and relay
them to the engineering team so they can start triaging immediately.”

Eric Galis - Chief Information Security Officer at Cengage

Cobalt Integrations

Connect Cobalt to the tools & platforms you're already using to gain more insights, increase findings visibility,

and streamline the SDLC.

= " -
o0 Y KENNA )

Slack Tugboat Kenna Anecdotes
Logic Security

O S 1 @

GitHub JupiterOne DefectDojo Plextrac

Jira
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Partner With Cobalt for Your Pentesting Needs

Cobalt's Pentest as a Service (PtaaS) platform is paired with an exclusive community of testers to
deliver the real-time insights you need to remediate risk quickly and innovate securely. The flexible,
on-demand consumption model enables security and development teams to proactively meet modern
pentesting needs.

Cobalt buckets pentests into two offerings: Comprehensive Pentesting and Agile Pentesting.

A Comprehensive Pentest encompasses An Agile Pentest focuses on a specific area
all vulnerability categories across an asset. It of an asset, or a specific vulnerability across
is broad in scope, and requires a report as a an asset, is flexible in nature, and usually has
final deliverable. Examples of Comprehensive a smaller scope. The final artifact for an Agile
Pentesting include compliance testing, testing for Pentest is an automated report, intended for
customer requests, and M&A due diligence. internal use. The most common use cases include
new release testing, delta testing, exploitable
® Meet or maintain compliance frameworks, vulnerability testing, single OWASP category
such as SOC 2, ISO 27001, PCI-DSS, CREST, testing, and microservice testing.
and HIPAA
e Adhere to a customer or third party ® Test a new release or code change before it
attestation request reaches production
e |dentify and eliminate any risks in an M&A e Validate fixes on a single vuln or small
transaction subset of vulns across an asset

e Target a single OWASP category for a web/
mobile/API asset

Interested In learning more?

Visit us today at www.cobalt.io
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ANNEX: Vendor Criteria Checklist

Vendor offers in
base package:

- People

Global and diverse selection of pentesting talent available on demand

Thorough vetting processes to ensure skilled and comprehensive analysis

Matches with pentesters whose skill sets align with pentest’s requirements

Pentest team is managed by an experienced lead who sets SLAs, verifies findings, and acts
as a liaison with the customer

Dedicated customer success team available throughout the pentesting process

- Process

Options to pentest multiple types of assets: mobile, API, web app, networks, and cloud in-
stances

Offers flexible test scoping to meet different pentest needs (e.g. a large comprehensive test
for a compliance audit vs. a targeted test on a new release)

Intuitive setup with descriptive templates for independent planning and scheduling

Tests can begin within 24-48 hours

Testers follow industry-recommended methodologies

Visibility into progress over time without having to check in with vendor’s customer support team

Descriptive findings with proof of concept, criticality level, recommended fixes

Real-time notifications of findings during the pentest

Pentesters collaborate with security and development teams during testing and remediation

Free, unlimited retesting to validate fixes

Thorough, customizable reports

Option to re-use prior pentests’ scope and results to launch new tests more quickly

- Tools

Cloud-based platform to plan, schedule, track, and manage multiple pentests

Integrations with wide variety of tools for DevOps, compliance, vulnerability management,
and business intelligence

Open API

Analytics dashboards tracking multiple metrics over time and against a global average
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